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Amendments in this issue  
1 
2 
3 
4 
5 

Changes to information on access in line with new cloud based server  
Added SENSO to filtering and monitoring reports  
Amended Guest WiFi information 
Added information for online safety schedule on the website 
Sept 26 – added sentence under mobile phone section to include smart watches, smart glasses and 
recording devices  

 

 
This policy was originally based on Central Bedfordshire Council’s E-Safety policy and sections from 
Luton Borough Council’s Personnel Handbook for Schools. Advice is sought as required from the 
school’s IT Consultants, Interm. 
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1. Introduction 

 

The requirement to ensure that pupils, staff and, indeed, all others in the school community are able to 

use the internet and related communications technologies appropriately and safely is part of the wider 

duty of care to which all who work in schools are bound. 

 

This framework of Online Safety, or Acceptable Use Policy (AUP), is to promote safe and appropriate 

use.  As such, it should be understood in the context of other ‘child protection’ and ‘behaviour’ policies 

that the school already has in place as well as other existing policies in respect of its employees such 

as the Staff Code of Conduct. Given the new technologies now available to use for educational 

purposes and in everyday life, the intention of this policy is: 

 

• To maximise Online Safety for all members of the school community 

• To help everyone understand the potential risks 

• To provide guidelines (including how the policy will be regulated and any sanctions) for safe and 

appropriate school and home use. 

 

As such, the school more specifically intends: 

 

• To provide a secure network for the school and secure means of home/school access 

• To design part of the school internet access expressly for pupil use and to include filtering 

appropriate to the age of pupils. 

• To teach pupils what internet use is acceptable and what is not and give them clear objectives 

for internet use. 

• To monitor traffic, log incidents and act accordingly. 

• To establish key standards and behaviour for Online Safety across the school, in keeping with 

those of the Local Authority. 

• To co-ordinate the activities for the school related to promoting best practice in Online Safety, 

including the publication of guidelines and acceptable use policies for pupils, staff, parents, and 

governors. 

• To ensure that we adhere to Online Safety issues related to new government policies affecting 

schools. 

• To monitor the School’s responses to Online Safety matters and act accordingly 

• To have a named school contact, Senior Information Risk Officer (SIRO)/Online Co-ordinator, 

to coordinate the development and implementation of Online Safety policies, with clear 

designated responsibilities, and liaise with the Local Authority in such matters.  Roecroft Lower 

School’s Senior Information Risk Officer is the School Operations Manager and the Online 

Safety co-ordinator is the IT Lead Teacher. 

 

Online Safety is a whole school issue, not something that is simply the responsibility of the SIRO/Online 

Safety Co-ordinator. As such, the whole school has a responsibility to promote it. 

 
2. Roles and Responsibilities 

 

Although overall responsibility for ‘online’ safeguarding rests with the DSL, all ‘online’ safeguarding 

procedures outlined in this document assume the designation of named staff to the roles detailed below. 

It is the responsibility of the Governing Body and DSL to take corrective and disciplinary measures as 

are necessary when a breach of the Code of Conduct occurs and to contact and co-operate with police 

and other law enforcement agencies where a breach constitutes a criminal act. 
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Responsibilities of all School employees  

 

All employees must adhere to these standards when working on school premises, using equipment and 

utilities provided by the school at home or other locations and in all electronic communications with 

colleagues or children. 

 

Communication between children and adults, by whatever method, should take place within clear and 

explicit professional boundaries.  This includes the wider use of technology such as text messaging, 

emails, digital cameras, webcams, websites, social media and blogs.  Adults should not share any 

personal information with a child or young person.  They should not request, or respond to, any personal 

information from the child/young person, other than that which might be appropriate as part of their 

professional role.  Adults should ensure that all communications are transparent and open to scrutiny.  

The school’s computers must not be used for private use, such as social networking or bank 

transactions. 

 

Senior Information Risk Owner (SIRO/Online Safety Co-ordinator) 

 

• The SIRO should be a member of the senior leadership team and have the following 

responsibilities: 

• They keep a record of all Information Asset Owners (IAOs) on a Information Asset Register, see 

below  

• They act as an advocate for information risk management 

 

The SIRO should never be the network manager; the network manager implements decisions made by 

the SIRO. At Roecroft, the network is managed by our IT Consultants, Interm. 

 

Information Asset Owners (IAOs) 

 

These are the people who compile specific information and their role is to be clear about: 

 

• What information they hold, and for what purpose. 

• Who has access to the data and why. 

• How information is retained and disposed of. 

 

The SIRO maintains an Information Asset Register in line with GDPR which details the school’s assets 

(IT systems) and who has access to them and why.  Retention and disposal is detailed on our Retention 

Schedule. 

 

Network Manager 

 

The network manager is responsible for the performance, security and error detection of the network.  

They also implement access controls; this is the responsibility of our IT Consultants, Interm. 

 

3. Acceptable User Polices (AUP) 

 

AUPs must be signed by pupils and their parent/carer, staff, volunteers and some visitors to the school 

that need to have access to the school’s network.  It is the responsibility of staff to ensure that their 

visitors abide by the AUP.  These forms are included at Appendix A, B and C. 

 

The AUPs aim to: 
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• Reflect the understanding that all members of the school community have responsibilities 

towards themselves, towards others and towards the school and that these responsibilities are 

not confined to the physical location of the school. 

• Enable young people to begin to develop their own protection strategies in regard to Online 

Safety. 

• Provide information on where to seek help and how to report incidents. 

• Help young people understand that they are not accountable for the actions that others may 

force upon them, but that there are sanctions that the school will impose if they act 

inappropriately when online. 

• Provide guidelines for parents, carers and others on safe practice. 

• Ensure that the practice that it promotes is regularly monitored and reviewed with stakeholders. 

• Ensure technological solutions are regularly reviewed and updated to ensure maintenance of 

an effective Online Safety programme. 

 

4. Strategy 

 

Our Online Safety policy has been written by the school, shared with major stakeholders and then 

approved by governors. 

 

The Online Safety policy and its implementation will be reviewed annually.   

 

All parents are informed through the Home School Agreement and the pupils’ AUP which is signed by 

them and their children when they start the school and again when they move into key stage 2.  ICT 

rules are displayed in the computer suite and near classroom computers.  Parents will be given advice 

about promoting Online Safety both in school and at home through posts on social media, extracts in 

the newsletter and annual Online safety parent/carer workshops organised by the ICT Lead. 

 

When new employees join Roecroft, they are given an induction which includes signposting important 

policies and procedures, this includes ICT & Online Safety.  They are each given a copy of the Staff 

Handbook which includes the Code of Conduct detailing the IT AUP.  Staff are asked to sign both an 

Induction form confirming that they have read and understood all the policies detailed on the form and 

that they will abide by the code.  When policies are revised, employees are informed by email that they 

should read them again.  Staff are asked every year to confirm that they have read and understood the 

latest policies by completing an online form through Arbor 

 

Volunteers are asked to sign a Code of Conduct and AUP prior to working in the school. 

 

5. Access/Computer logins 

 

Password Policy 

Employee passwords are kept private and only the holder can change them, although some of them 

can be reset by admin users both within the school (for some applications) and by the school’s IT 

Consultants or other software providers.   

 

It is good practice for users to change their password regularly.  Passwords must: 

• be more than 8 characters long 

• contain upper- and lower-case letter 

• contain a number 

• contain a special character (*&^%$) 

• will expire every 6 months 
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Computers must not be left unattended in ‘logged on’ mode.  Employees should lock their screens when 

they leave their desk by pressing the Microsoft logo and the ‘L’ key at the same time. Staff iPads should 

all be password protected and locked when not in use. 

 

Access to the network is restricted according to job role. 

 

Pupils 

EYFS pupils’ access to devices is generic.  KS1 and KS2 pupils have individual logins for PCs. Access 

to the network and internet is restricted.  

 

Visitors/Volunteers 

Visitors and Volunteers may be given access to the school’s computers only on a restricted basis.  

Student teachers are provided with the generic pupil’s login.   

 

Visitors and volunteers may be provided with the guest WiFi password for their personal devices which 

has its own VLAN and does not interfere with the school’s network.  This password will be reset on a 

term ly basis by Interm.  

 

All volunteers receive a handbook prior to working with the school and must sign a volunteer agreement 

to show they have read and understood the handbook and any policies mentioned in the agreement, 

including this policy. (Appendix C). 

 

See also section 14. 

 
6. Office 365 for Staff 

 

Staff are issued with an Office 365 account and school email when they join us, depending upon their 

job role.  They must change the password when they first log in.  The school email account should only 

be used for school communications.  All communications should be appropriate and professional. 

Teaching staff’s email addresses are available on the school website, allowing parents to contact 

teachers directly if needed; if any concerns over a parent’s email communication to a teacher arise, this 

should be reported to a member of the extended leadership team and the email forwarded. 

 

Employees should use their Office 365 OneDrive to upload any data that they might need to work on at 

home or share with others.  This is a way to keep data secure without the risk of losing a USB stick or 

laptop or the risk of emails being sent to the wrong address. 

 

If employees add their Office 365 account to a personal device, then the following should be noted and 

is agreed: 

 

Employees are reminded that if they set up their personal device to access Office 365, they are 

reminded that use of such devices is dependent on their agreement with the school’s Data Protection 

policy.  Anyone choosing to use their own personal device should note that Office 365’s security 

capabilities can take control of their device’s built-in security, including the remote wipe functionality – 

the school would never deliberately do this without the owner’s consent.  However, in the event that the 

device was stolen, the school data should be wiped as soon as possible and not be delayed waiting for 

the owner’s consent.  Employees must advise the school immediately if their device has been lost or 

stolen. 

 

Employees are reminded that whilst personal devices are being used to access school documents via 

Office 365, they should be set up securely and the device locked when not in use. It is best practice to 

sign out of Office 365 when it is not needed. 
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The following waiver is in place at this school. 

 

Purpose 

The purpose of this waiver is to define remote wipe technology and to ensure that employees 

understand and agree to its use if a remote wipe is necessary.  The overriding goal is to protect the 

integrity of the school’s data.  Therefore, all users employing a mobile device that is connected to the 

school’s network and/or is capable of backing up, storing, or otherwise accessing data of any type, has 

agreed to this remote wipe waiver. 

 

Applicability 

This waiver only applies to employees and devices that have access to the school’s resources. 

 

Remote Wipe 

By connecting to the school’s resources, mobile devices gain the capability of being selectively wiped 

remotely by our IT Consultants.  This capability is enabled by their use of Microsoft Office 365 Mobile 

Device Management. 

When a remote wipe is initiated by the user or our IT Consultants, the user’s mobile device will be wiped 

of all the school’s data.  This data is not recoverable on the device itself but can usually be restored by 

reconnecting Office 365 and Company Portal applications and services. The remote wipe would not 

alter or damage any other information on the device. 

A remote wipe will only be initiated if it is deemed absolutely necessary.  Examples of situations 

requiring remote wipe include, but are not limited to: 

• Theft of the device 

• Loss of the device 

• Termination of employment in which the user has not already cleared school data by another 

method. 

 

7. Computer devices – Staff use 

 

USB Sticks and use of server 

 

Employees should not use USB sticks and should avoid saving personal data to their laptops.  Instead, 

work can be saved to their OneDrive account. Staff that need to can access all school documents from 

home via the cloud server, rather than saving content directly to their laptop.  This avoids loss of data 

and eliminating USB use will prevent computer viruses being brought into school  

 

Laptops 

 

Employees are provided with a laptop according to their job role.  A Laptop Loan Agreement must be 

signed when the device is first handed over and must be signed upon its return.  Employees should not 

keep any sensitive data or photographs on their laptop for any longer than needed.  Photographs should 

be uploaded to the server as soon as possible and deleted from the device.  The Laptop Loan 

Agreement details the terms under which the device is loaned.  

 

IPads 

 

Employees are provided with an iPad according to their job role.  An iPad Loan Agreement must be 

signed when the device is first handed over and must be signed upon its return.  Employees should not 

keep any sensitive data or photographs on their iPad for any longer than needed and should have a six 

digit code password to access the device.  Photographs should be uploaded to the server as soon as 

possible and deleted from the device.  The iPad Loan Agreement details the terms under which the 

device is loaned.   
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Loaned devices 

 

If a device is on a short-term temporary loan, then this must be recorded in one of the school’s Loan 

Logs maintained by the School Operations Manager.  Instances could be: 

 

• Device removed for repair by Interm 

• Loan of laptop whilst owners is being repaired 

• Loan of laptop for cover in a classroom  

 

Personal devices 

Use of personal devices, such as mobile phones must be limited to out of working hours.  They must 

not be used to take photographs of pupils in school.  Personal devices should be kept in cupboards 

during lesson time for all classes. 

 

8. Staff Use of Social Networking Sites 

 

The school’s IT systems are regulated to only allow for appropriate use.  It is important to remember 

that the use of these sites (even personal use out of school hours) could have an impact on the school, 

staff or pupils.  Staff should remain politically neutral on social media and be mindful of their professional 

role, when posting. A situation could easily arise where information posted could damage the school’s 

reputation and constitute libel or defamation.   

 

Safeguarding 

Communication between children and adults, by whatever method, should take place within clear and 

explicit professional boundaries.  Adults should ensure that all communications are transparent and 

open to scrutiny. 

 

Safeguarding children is the responsibility of all school employees.  The key principles are: 

 

Staff must not communicate (including accepting pupils as ‘friends’ requests) with any current pupils of 

the school, or from any other educational establishment, on social networking sites such as Facebook.  

This is applicable even if a school employee has permission from a pupil’s parent/guardian (this would 

not apply to school aged pupils that an individual employee is directly related to, e.g. their child, niece 

or nephew).  Staff should not communicate with, including being ‘friends’ with, past pupils whilst they 

are below the age of nineteen.  

 

Principles apply: 

• Regardless of whether access occurs during or outside of contracted work hours. 

• To all technology whether provided by the school or owned by the employee. 

 

Responsibilities 

 

Staff are reminded that: 

 

• Everything posted online is public, even with the strictest privacy settings.  Once something is 

online it can be copied and redistributed.  Therefore, assume that everything that is written is 

permanent and can be shared. 

• They should have the highest standards of personal conduct (inside and outside of school). 

• Ensure that their behaviour (inside and outside of school) does not compromise their position 

within the school. 

• Ensure that their judgement and integrity should not be able to be brought into question. 

• Ensure that their relationship with members of the community, via social media, does not 

compromise their position within the school. 
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Any failure to abide by this policy may result in disciplinary action.  Staff must alert the governors or 

Headteacher where a breach of these standards is suspected or known to have occurred. 

 

Unacceptable use of social networking sites/applications 

 

Through social networking sites/applications, staff must not: 

 

• Disclose private and confidential information relating to pupils, parents or other school 

employees, their employment directly or the school.  This also applies to any other educational 

establishment that the employee has worked within. 

• Discuss or reveal any matters relating to the school, previous educational establishments, 

school employees, pupils or parents. 

• Publish, share, distribute or comment on any material that may be deemed contrary to British 

Values*. 

• Identify themselves as a representative of the school. 

• Write abusive comments regarding current/previous school employees, pupils or 

parents/guardians. 

• Harass or bully school employees, persons unrelated or related to the school through cyber 

bullying and social exclusion. 

• View or update their personal site (on Facebook, Twitter etc.) during their normal working day 

(this excludes breaks) and must ensure that their social networking site/application is secure at 

all times from third parties. 

• Access or share illegal material. 

• Publish any content, which may be deemed as defamation or discrimination. 

• Post any images of pupils from the school or any other previous education establishment where 

the employee has worked. 

• Without permission, post any images of school employees on social networking sites from the 

school or any other previous education establishment where the employee has worked. 

• Set up and/or use an alias social networking account to circumvent the policy. 

• Breach any of the school’s other policies and procedures such as the school’s Code of Conduct, 

Equal Opportunities Policy. 

• Use it as a forum for raising and escalating concerns regarding the school or the Local Authority 

(these concerns should be raised using the Whistle Blowing Policy). 

 

This list is not exhaustive and should be read in conjunction with the AUP. 

 

* British Values are defined as those set out in statutory guidance ‘The Prevent Duty’ 2023 and the 

Government advice in ‘Improving spiritual, moral, social and cultural development of pupils’ 2014 and 

within any update to either publication 

 

School’s social media account 

 

The school has an Instagram and Facebook account for parents to follow.  The purpose of these 

accounts are to show parents updates upon school life; posts may include photos from school trips, 

topic days, charity events and other school events.   

 

These accounts can only be accessed by designated members of staff and content can only be 

uploaded by this person, who should not share the login details with others.  Should teachers wish to 

publish content on the account, then the post should be emailed to the designated member of staff who 

will check it with the Deputy Headteacher.  Any photos that are emailed alongside the post should be 

checked to ensure that all children have permission from their parents to appear on social media. 
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School staff should not comment on these social media posts and avoid interacting with parent’s 

comments.  These accounts will be heavily monitored and any inappropriate comments from parents 

or staff will be removed. 

 

9. Anti-Virus and Anti-Spam Software 

 

The school uses the inbuilt Windows Defender anti-virus program.  This is updated by Interm’s 

monitoring software and any patches required by devices are pushed out and installed (this includes 

OS updates). 

 

If staff or pupils discover an unsuitable site, it must be reported on the Incident Log via the SIRO.   

 

All users of emails must be alert to any malicious emails.  Emails can be fraudulent even if they appear 

to come from a genuine source.  Unless you are completely sure of the email’s origin: 

 

• do not open attachments that you have not asked for,  

• do not click on links that will take you out of the email and  

• do not enter any personal information or passwords, as no genuine unsolicited email would ask 

for them. 

 

Anti-virus may not protect your computer and your data against new viruses. Please report any 

suspicious emails to the School Operations Manager or to Interm by raising a ticket. 

 

 

10. Protection of Personal Data 

 

Personal data will be recorded, processed, transferred and made available according to the Data 

Protection Act 2018, the General Data Protection Regulation 2016 and UK General Data Protection 

Regulations 2021 as amended from time to time.  These acts aim to protect the rights of individuals 

about whom data is obtained, stored, processed or supplied and requires that organisations take 

appropriate security measures against unauthorised access, alteration, disclosure or destruction of 

personal data. 

 

The School is dedicated to ensuring that the security of all information it holds and implements the 

highest standards of information security in order to achieve this, by taking full account of the 

recommendations of our IT consultants and our DPO at School Pro (Richard Morley).  

 

 

 

11. Assessing Risks 

 

The school will take all reasonable precautions to ensure that users access only appropriate material.  

However, due to the international scale and linked nature of internet content, it is not possible to 

guarantee that unsuitable material will never appear on a school computer or device.  Neither the school 

nor Central Bedfordshire Council can accept liability for the material accessed or any consequences of 

internet access. 

 

The school, it’s IT Consultants and the school’s internet provider monitor traffic and can trace it to the 

individual user. 

 

 

12. Handling Online Safety Complaints 
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Incidents of internet misuse must be logged in an IT Incident Book with the SIRO. Any complaint about 

staff misuse must be referred to the Headteacher. Any incident with a pupil will be dealt with in 

accordance with the school’s Behaviour policy. 

 

Incidents and/or complaints of a child protection nature must be dealt with in accordance with the 

school’s Safeguarding policy.   

 

For any complaint regarding indecent images, the flow diagram at Appendix F should be followed. 

 

13. Published Content and the School Website 

 

The contact details on the website should be the school address, e-mail and telephone number.  Staff 

or pupils’ personal information will not be published.  The Headteacher will take overall editorial 

responsibility and ensure that content is accurate and appropriate.  Photos of children will only be 

published with the authorised consent of parents/carers.  They are asked to complete a consent form 

when they first join the school, although this can be amended at any time by the parent/carer.  

Summaries of consents are kept in classrooms and by office staff. 

 

14. Access to Information 

 

When computers are logged on with a pupil profile, they only have access to the ‘student shared’ area 

on the network.  To access the ‘staff’ area on the network on these computers it is necessary to log on 

as a member of teaching staff.  Staff must remember to log off after completing their work and must not 

let pupils have access to the computers until then.  Teachers’ laptops have access to both these areas 

by default.  SLT and Admin staff also have access to the .’office shared’ area for admin purposes and 

the leadership team have access to the ‘leadership area’.  

 

Inappropriate Content and Language 

 

• For example, material that can be construed as offensive on the grounds of gender, race, 

ethnicity, disability, sexuality, religion, age, size/stature, status, TU membership. 

 

• No partiality towards or against any political grouping or individual. 

 

• The type of language that is used in emails should be no different to that which is used in face 

to face situations. 

 

All staff should be aware of these pointers to keep pupils safe, but also why pupils should have fair 

access to ICT and the internet. 

 

• The internet is an essential element in 21st century life for education, business and social 

interaction.  The school has a duty to provide students with quality internet access as part of 

their learning experience. 

 

• Internet use is a part of the statutory curriculum and a necessary tool for staff and pupils. 

 

• The school internet access will be designed expressly for pupil use and will include filtering 

appropriate to the age of pupils. 

 

• Pupils will be taught what internet use is acceptable and what is not, and given clear objectives 

for internet use. 
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• Pupils will be educated in the effective use of the internet in research, including the skills of 

knowledge location, retrieval and evaluation.   

 

• Pupils are not encouraged to bring into school personally owned devices unless they have been 

so requested by their teacher.  These devices must not be connected to the school’s network 

or WiFi. 

 

• The school cannot accept any responsibility for personally owned devices (e.g. mobile phones) 

brought into school by staff or taken on educational visits.   Staff should never take photos on 

their personal mobile device unless it is on a school trip, when the photo will be downloaded 

immediately upon return to school and deleted from all personal devices.  

 

• School data should not be stored on personal devices. 

 

• Pupils are made aware of the procedures for reporting accidental access to inappropriate 

materials. 

 
If pupils accidentally find inappropriate material, they are to report it to an adult who will advise the 

SIRO/DSL so that they can take steps to investigate this.  Staff who find inappropriate material will 

report it directly to the SIRO/DSL.  These will be logged on the DSL reporting log for filtering (located 

on the staff area in safeguarding) and raised with our filtering provider.  

 

15. Introducing the Online Safety Policy to Pupils 

 

Online Safety rules are posted in the ICT suite and in each classroom.  They are discussed with the 

pupils throughout the year and referred to in computing sessions.  When pupils move into key stage 2, 

both the pupil and their parents/carers will sign a new Online Safety agreement form.  Children in lower 

year groups are advised not to give out their own name or personal details over the internet without 

their parent’s permission.  It is expected that children of this age will have all their internet access 

monitored at home and online safety information is shared regularly with parents via newsletters, email 

and social media. 

 

Pupils are informed that network and internet use can be monitored. 

 

16. Online safety curriculum 

 

Pupils will engage in Online Safety lessons regularly, with lessons each half term. Teachers plan Online 

Safety lessons using the Project Evolve toolkit. Project Evolve resources each of the statements from 

the UK Council for Internet Safety’s (UKCIS) framework “Education for a Connected World” with 

perspectives; research; activities; outcomes; supporting resources and professional development 

materials. It’s up to date; relevant and engaging and moves online life education into the third decade 

of the 21st century. 

A schedule for the teaching of Online Safety ensure that topics are covered consistently, throughout 

the school. The schedule for teaching of Online Safety is shared with staff and available on the school 

website on both the safeguarding page and computing curriculum page. The topics covered within the 

schedule are:  

• Self-image health and wellbeing; Managing online information, privacy and security; Online 

reputation; Online bullying; Online relationships; Copyright.  

Each unit will help to provide children with the skills needed for accessing the digital world safely. This 

knowledge and the skills will be further recapped in computing sessions. Online Safety books are 

available to support teaching and learning and the ICT Lead will buy resources for this curriculum area 

when needed.  
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Teaching and learning of Online Safety using this schedule will be monitored by the ICT Lead who will 

carry out pupil voice activities, planning scrutinies and monitoring of work. The ICT Lead will also 

provide staff with training within staff meetings when needed, with expectations for the Online Safety 

curriculum regularly recapped. 

 

17 Pupil Mobile Phones 

Pupils are only permitted to bring a mobile phone to school in the second half of their summer term in 
year 4. This is only the case if parents have given written consent for them to walk home 
independently.  
  
Year 4 class teachers will be responsible for collecting mobile phones from parents/carers at the start 
of the school day.  
  
Mobile phones will be stored in a locked drawer in the classroom.  
  
Class teachers will then hand mobile phones to pupils as they leave school site, ready to walk home.  
  
The aims of this policy are: 

• to create a routine that pupils can understand and get used to 

• prevent pupils from accessing phones at any point during the school day 

• reassure parents/carers that phones are safe 

• promote the safety of pupils travelling home from school independently, in preparation for their 
move to an extended secondary school  

 
Pupils are not permitted to have smart watches, smart glasses or any type of recording device in 
school.  

 

18 Filtering and monitoring online activity 

· Jemma Pepper (DHT and DSL), Jo Lamb (SLT) and Susannah Parry (governor) are responsible for 
ensuring that the school’s ICT network has appropriate filters and monitoring systems in place, 
alongside Interm our IT service provider. 

· The filtering and monitoring systems the school implements are appropriate to pupils’ ages, and we 
ensure ‘over blocking’ does not lead to unreasonable restrictions that impacts teaching and learning. 
Requests regarding making changes to the filtering system are directed to the Deputy Headteacher. 
Prior to making any changes to the filtering system, Interm and the DHT will conduct a risk 
assessment. Any changes made to the system will be recorded by the DHT and Interm. 

· School will undertake  termly checks on the filtering and monitoring systems to ensure they are 
effective and appropriate, these are shared at safeguarding committee meetings termly with 
governors. 

· Expectations and roles and responsibilities in relation to monitoring and filtering are included as part 
of annual safeguarding training. This includes ensuring all users of the network and school-owned 
devices are informed about how and why they are monitored. 

· There are school systems in place to monitor children’s use of devices, this includes effective 
supervision and ensuring users are identifiable so concerns can be traced. 

· School staff report any safeguarding concerns to the DSL. This will be recorded by a DSL using the 
usual school systems for pupils and staff as outlined in our child protection and safeguarding policy. 

· All staff must report if: 
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- they witness or suspect unsuitable material has been accessed  
- they can access unsuitable material   
- they are teaching topics which could create unusual activity on the filtering logs  
- there is failure in the software or abuse of the system  
- there are perceived unreasonable restrictions that affect teaching and learning or 

administrative tasks  
- they notice abbreviations or misspellings that allow access to restricted material 

· The DSL will receive, review and act upon (if appropriate) the daily staff and pupil reports from 
Netsweeper and any immediate alerts from SENSO Any concerns acted upon will be recorded using 
the usual school systems for pupils and staff. 

· The named staff responsible will work with our IT service provider and the computing/online safety 
lead to review our filtering and monitoring provision annually. This will be in the summer term. If there 
is a safeguarding risk, a change to working practice or an introduction of new technology an additional 
review would take place at this point. 
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APPENDIX A 

 

ICT Agreement Form for new joiners 

 

‘Think then Click!’ 

 

 

Pupil name: ____________________________________________________________ 

 

I have read through the school’s ICT rules with an adult (see attached). 

 

I understand these rules are there to help keep me safe and I agree to follow the rules.  

 

I will use all ICT equipment safely and respectfully, e.g. computers, iPads, cameras etc.  

 

I understand that the school can check any of my files saved on a computing device and 

can check any internet sites that I visit. 

 

..................................................................................................................................... 

 

CHILD 

 

Pupil’s signature: ___________________________________ 

 

Date: ___________________________ 

 

PARENT/CARER 

 

I have read and discussed the school’s ICT rules with my child. I accept responsibility for supporting 

the school in setting and conveying standards for my child in its use. 

 

Parent/carer signature: _______________________________ 

 

Date: ___________________________ 
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APPENDIX B 

 

ICT Acceptable Use Policy for KS2 Pupils 

 

 

Keeping safe: Stop, think, before you click! 

 

 

 

Pupil name: ____________________________________________________________ 

 

My teacher has explained to me how to rules for computer and iPad use at school. 

 

I understand these rules are there to help keep me safe, and my friends and family safe.  

I agree to follow the rules.  

 

This means I will use the computers, iPads, internet, e-mail, apps, digital cameras, video 

recorders and other ICT in a safe and responsible way., 

 

I understand that the school can check my computer files and the internet sites I visit and 

that if they have concerns about my safety, that they may contact my parent/carer. 

 

................................................................................................................................................................. 

 

CHILD 

 

Pupil’s signature: ___________________________________ 

 

Date: ___________________________ 

 

PARENT/CARER 

 

I have read and discussed the school ‘rules for responsible ICT use’ with my child.  I accept 

responsibility for supporting the school in setting and conveying standards for my child in its use. 

 

Parent/carer signature: _______________________________ 

 

Date: ___________________________ 
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APPENDIX C 

 

Volunteer Agreement 
 
Thank you for offering your services as a volunteer at school. Your offer of help is greatly appreciated 
and we hope that you will gain much from your experience.  
 
Please read and sign this Volunteer Agreement and hand it in at the school office. You will receive a 
copy of it for your records.  
 
 
As a volunteer helper you will: 
 

• Be responsible and look after, in equal measure, all of the pupils in your group under the 
instruction of the class teacher when in school or leader of the school trip. 

• Stay with your allocated pupil/group of pupils, ensuring that their wellbeing and safety is 
maintained for the total duration of your visit or the school trip  

• Promote polite, respectful and courteous behaviour towards each other and members of the 
general public. We are all ambassadors of our school. 

• Contact your child’s class teacher/member of staff if there are issues with first aid, safety 
and/or behaviour. 

 
School staff expect volunteer helpers to:  
 

• Comply with all of the above whilst being under the direct supervision of school staff. 

• If on a school trip, show a commitment to your group, an interest in the focus of the visit and 
assist pupils in their learning by helping them to read signs/labels/information, asking 
questions that encourage pupils to think about the task and help to explain the areas of 
interest. 

• Always follow guidance from the school staff. 

 
You are not permitted to: 
 

• Take individual children out of the room and never accompany them to the toilet 

• Help a child change their clothes whilst alone with them 

• Hold on to or restrain a child 

• Sanction a child verbally or physically – if you are unhappy about a child‛s behaviour alert the 
teacher 

• Use your mobile phone in school/on a school trip, unless you are on a designated break, 

• Smoke, drink alcohol or engage in any illegal practices whilst undertaking their volunteer 
duties  

• Take photographs or videos of pupils on your mobile phone or any device which enables 
these features 

• Give/buy their group treats e.g. ice creams, biscuits, sweets – before, during or after the 
school trip  

 

 
By signing this form, you agree to the following:  
 

• I have received and understood the School’s Volunteer Policy and agree to the terms stated 
within this policy 
 

• I agree to treat information obtained from being a Volunteer in School as Strictly Confidential 
and will not discuss or disclose it outside of school. 
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• I understand that I am required to apply for a DBS check as I undertake unsupervised work 
with children. 
 

• I understand that I must provide the contact details for 2 references. 
 

• I understand that I should complete a disqualification declaration 
 

• I have been made aware of who is my designated supervisor e.g. Class Teacher, member of 
SLT 

 

• I have been made aware of whom the Designated Safeguarding Lead and Deputy Designated 
Safeguarding Leads are for the school. 

 

• I have read and understand the Allegations of abuse against staff, Positive Behaviour, Child 
Protection & Safeguarding, Complaints, Whistleblowing, Health & Safety, IT & Online Safety 
and Visitor. 

 

• I have been made aware of the Fire Evacuation Procedure 
 
I have read Part 1 of the latest version of Keeping Children Safe in Education  
 
 
Signed:___________________________  
 
 
Name:____________________________ Date: _____________________________  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
________  

APPENDIX D 
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Useful Resources for Teachers 

 

 

Child Exploitation and Online Protection Centre – www.ceop.gov.uk 

 

Childnet – www.childnet-int.org 

 

Cyber Cafe – http://thinkuknow.co.uk/8_10/cybercafe/cafe/base.aspx 

 

 

 

Project Evolve Online Safety curriculum - https://projectevolve.co.uk/ 

 

Advice for schools to support their approach to harmful online challenges and hoaxes - 

https://www.gov.uk/government/publications/harmful-online-challenges-and-online-hoaxes  

 

 

 

http://www.ceop.gov.uk/
http://www.childnet-int.org/
http://thinkuknow.co.uk/8_10/cybercafe/cafe/base.aspx
https://projectevolve.co.uk/
https://www.gov.uk/government/publications/harmful-online-challenges-and-online-hoaxes
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    APPENDIX E 

 

Useful Resources for Parents 

 

Family Online Safe Institute – www.fosi.org 

 

Internet Watch Foundation – www.iwf.org.uk  

 

E-safety training - https://esafetytraining.org/resources 

 

NSPCC Online Safety Advice https://www.nspcc.org.uk/keeping-children-safe/online-safety/  

 
 

http://www.fosi.org/
http://www.iwf.org.uk/
https://esafetytraining.org/resources
https://www.nspcc.org.uk/keeping-children-safe/online-safety/
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APPENDIX F 

Schools Protocol for Indecent Images 

 

 

 

 

 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 

 
 

 
 
 
 
 
 
 

 
 

 

Is the image (video) of a person 18 or under 

Is the image more than just nakedness 

Yes No 

May be a crime if an adult is showing 

a child indecent images.  Consider 

following safeguarding protocols 

Has there been wide distribution of the image 20+ pupils 

Has the child in the image been forced into the act 

Was the image created on a webcam or computer 

Has the image been downloaded to a computer or put on the 

internet 

The matter can be dealt with in school.  Please be mindful if the pupil(s) 

concerned have been involved in this type of incident before.  

Assistance in giving advice to pupils can be sought from your Local 

Policing Team by calling 101  

This will need to be dealt with by the on line investigation unit.   

Please email police public protection unit support team 

CPT2@bedfordshire.pnn.police.uk or call 01234 846968/846965  

Yes No 

Yes 

Yes 

Yes 

Yes 

No 

No 

No 

No 

mailto:CPT2@bedfordshire.pnn.police.uk
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APPENDIX G 

 
 
 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 


